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1
Decision/action requested

This contribution proposes a solution to KI #1 about the transport security of MSGin5G-2 and MSGin5G-4 in TR 33.862.
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3
Rationale

In clause 9.2 [1], APIs of Message Gateways have been specified, thus MSGin5G-2 and MSGin5G-4 interfaces can be regarded as SBI. The transport security of MSGin5G-2 and MSGin5G-4 interfaces can be protected by using TLS, as specified in clause 13.1.0[2].
4
Detailed proposal
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6.Y
Solution #Y: Transport security of MSGin5G-2 and MSGin5G-4
6.Y.1
Solution overview

This solution addresses key issue#1 about the transport security of MSGin5G-2 and MSGin5G-4.

6.Y.2
Solution details
In clause 9.2 [12], APIs of Message Gateways have been specified, thus MSGin5G-2 and MSGin5G-4 interfaces can be regarded as SBI. The transport security of MSGin5G-2 and MSGin5G-4 interfaces can be protected by using TLS, as specified in clause 13.1.0[5].

TLScan be used for transport protection of  MSGin5G-2 and MSGin5G-4 interfaces unless network security is provided by other means.
6.X.3
Solution evaluation
This solution addresses key issue#1 about the transport security of MSGin5G-2 and MSGin5G-4 by using TLS.
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